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Recent AML Enforcement Actions
Target U.S. Broker-Dealers
U.S. authorities took three enforcement actions in December against U.S.
broker-dealers, underscoring the importance of anti-money laundering (AML)
risk management and suggesting closer scrutiny of AML compliance and the
possibility of larger fines across the securities industry. Prosecutors announced
the first-ever criminal Bank Secrecy Act (BSA) charges against a U.S. broker-dealer.
Regulators fined UBS Financial Services Inc. and UBS Securities LLC $15 million and
fined Morgan Stanley Smith Barney LLC $10 million.

▶▶ On December 19, 2018, federal prosecutors in the Southern District of
New York announced the first-ever criminal charge against a U.S. brokerdealer for a BSA violation. Prosecutors charged Central States Capital
Markets LLC (CSCM) for its willful failure to file a suspicious activity report
(SAR) concerning the illegal activities of a customer who was convicted
of racketeering, wire fraud, and money laundering for his role in an illegal
payday lending scheme.1 CMSC did not follow its customer identification
procedures, act upon red flags prior to opening investment accounts, or verify
the customer’s authority over the accounts, according to court filings.2 CMSC
also ignored news reports alleging the customer’s use of front companies to
evade usury laws and did not review more than 100 AML alerts generated
over a four-year period.3
▶▶ On December 17, 2018, UBS Financial Services Inc. (UBSFS) and UBS
Securities LLC (UBSS) agreed to pay a combined $15 million fine to U.S.
regulators for failing to establish and implement adequate AML programs.
As part of the agreement, UBSFS paid fines for, among other lapses, failing
to detect, review, and file SARs on transactions involving the suspicious
movement of funds through its customers’ brokerage accounts,4 failing to
maintain an adequate due diligence program for foreign correspondent
accounts,5 and failing to maintain AML surveillance systems reasonably
designed to monitor high-risk transactions, including foreign currency wire
transfers at UBSFS and penny stocks at UBSS.6
▶▶ On December 26, 2018, FINRA assessed a $10 million fine against Morgan
Stanley Smith Barney LLC for sustained AML program and supervisory
failures.7 FINRA found that Morgan Stanley’s automated AML surveillance
systems did not receive critical data from several upstream systems, that it
failed to devote sufficient resources to review alerts generated by its AML

systems, and that its AML department did not reasonably monitor
customers’ penny stock trades for potentially suspicious activity.8 FINRA
also found that Morgan Stanley failed to maintain a supervisory system
reasonably designed to comply with prohibitions on the offer or sale of
unregistered securities, and that it failed to conduct risk-based, periodic
reviews of certain foreign correspondent accounts.9
These enforcement actions highlight U.S. regulators’ current focus on AMLrelated risks facing broker-dealers and the need for broker-dealers to adopt and
implement effective, risk-based approaches to limit their exposure.

▶▶ These enforcement actions build on U.S. regulators’ efforts to call attention
to ongoing risks associated with foreign correspondent accounts and the use
of master/sub- and omnibus account arrangements, which may permit noncustomers to access the securities market without disclosing their identities
or business purpose.10 Securities firms should ensure that their due diligence
programs include risk-based reviews of all foreign financial institution
clients—which, under U.S. law, include foreign broker-dealers as well as
banks—both at onboarding and on a periodic basis thereafter.
▶▶ Recent actions also underscore the importance of ensuring adequate
resourcing and staffing for the AML compliance function, particularly in the
area of suspicious activity monitoring and reporting.11 Insufficient training,
authority, skills, and resources for AML compliance personnel can allow
potentially suspicious activity to go undetected, create a backlog of alerts
awaiting review and investigation, and lead to late SAR filings and other
AML reporting violations. Securities firms should perform routine staffing
and resourcing assessments of the AML compliance function and ensure
that existing AML officers and staff receive regular, role-based training and
performance reviews.
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